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Editor’s note

New month, new edition. First of all a big thank you 

for showering love to the September edition. The 
feedback we’ve got is pleasing and motivating at the 
same time. Thank you for liking the newly added 
sections- ‘Talking with the expert’ and ‘The Breach 
Story’. The quality of content is something we’re 
working hard on and will keep continuing to do in 
future as well.  

The 5th Edition of The InSe Journal comes up with 
some serious updates- Design being the major one. 
User delight is prime focus for us. The good content 
must be packaged in a delighting way where the user 
must get a feel good factor in reading. This edition 
we’ve upgraded the design of the e-magazine. The 
hard copy of the magazine will go on floors soon to 
the selected stores near you. We’ll announce the 
same when the time comes. Till then, do enjoy reading 
and keep sending your feedback. Find us at 
insejournal.co.in and insejournal@gmail.com 

Happy Reading! 

Cheers, 
Ashish Chhatani
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Human beings tend to do mistakes and you just can’t prevent it because 
nobody is just perfect. You may just be wondering why the hell am I talking 
this here in a post that is supposed to be technical, right? 

But, let us take common mistakes that people still commit nowadays even 
though there are awareness spread through different mediums, drives, 
sessions and posters in organisations etc., So what are the mistakes I am 
talking about? 

•Writing down your passwords of your different in stick note, book and 
other mediums.

•Keeping a very easily guessable and commonly used passwords for 
different accounts.

•Make use of just one password for all your maintained accounts.

•Not caring about strong password policy. You may just say that this is 
not our problem and it’s up to the site to maintain these stuffs. But, even 
in this case we need to understand the importance of your account and 
must adhere to most common strong password policy.

Well these are one of the gruesome common mistakes that people still tend 
to commit. Here I am not just talking about common man, even highly 
qualified, well skilled people are committing this sin for which different 
organisations had to pay the price. 

You must be thinking I am kidding. Well, let’s just have a look at the recent 
incident where the attacker was able to get into the account and interact with 
crucial resources of the organisation.
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Timehop data breach

Timehop is a social media app that was hit by a major data breach on July 
4th, 2018 that compromised the personal data of its more than 21 million 
users.

Type of data compromised in the breach

The company revealed on that unknown attacker(s) managed to break into its 
Cloud Computing Environment and access the data of entire 21 million users, 
including their names, email addresses, and approximately 4.7 million phone 
numbers attached to their accounts. 

The attackers also got their hands on authorisation tokens (keys) provided by 
other social networking sites to Timehop for gaining access to your social 
media posts and images. With access to these tokens, hackers could view 
some of your posts on Facebook and other social networks without your 
permission. 

What was the cause of the breach?

The company later admitted that the cause of the breach was due to 
compromise of the access credentials and lack of 2-factor authentication. 

Since the company was not using two-factor authentication, the attacker(s) 
were able to gain access to its cloud computing environment by using 
compromised credential. 

Timehop has now taken some new security measures that include system-
wide multi-factor authentication to secure its authorisation and access 
controls on all accounts. 
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Gentoo GitHub account 
hack

Recently an unknown group of 
hackers managed to get into the 
Github account maintained by 
Gentoo linux and replaced some 
repository with malicious code. 
The intruder also tried executing 
rm –rf command into the repos. 

Luckily the hack was noted when 
the attacker tried blocking 
existing valid users, which sent 
notification mails to the actual 
Gentoo linux repo maintainers. 

Reason for the hack

Again, the reason behind this 
attack was because the account 
had easily guessable password 
and the two factor authentication 
was not enabled. 

So as we see from above 
examp le , t ha t no t on l y a 
common-man but even tech 
giants tend to make these huge 
mistakes. 

What exactly is 2 factor 
authentication?

In layman’s term, 2FA is nothing but an extra layer of protection to protect 
your online account. If you want precise definition, then here is one of them 
from our online guru Wikipedia: 

“Two-factor authentication (also known as 2FA) is a type, or subset, of 
multi-factor authentication. It is a method of confirming users' claimed 
identities by using a combination of two different factors: 

1) something they know, 

2)  something they have, or 

3) something they are.”                                                               
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Challenges faced with 2 factor 
authentication

1. Some companies do not possess the infrastructure to support it, causing 
the initial process to become a little more involved when acquiring the 
necessary infrastructure. It is also difficult to gain, within the company, the 
expertise of someone who truly knows how to setup 2FA, understands the 
security component, and makes sure it is working properly. 

2. It will be an issue if the user trying to login does not have the device with 
him due to different circumstances. 

3. This process may consume time if the service is not able to connect/
contact the device when there is connectivity issue. 

About the writer

Oosman is an Information Security Consultant 
currently working in Aujas networks. He is also 
contributing in The InSe Journal as a Technical writer. 
He has excelled himself in web and network 
penetration testing.



Talking with the expert 
 Fathima RiyazHaider (Suhana)
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Fathima Riyazhyder aka 
Suhana, is a team lead for 
Sony picture entertainment 
currently working in Sony 
India Software Centre. She 
has got a rich experience of 

10+ years in Information 
Security domain. We're glad 

to have her sharing her 
valuable insights of InfoSec 
domain and her journey in 
this month's edition. Kudos 
to Pankaj Rane to get this 
done and bring Suhana in 

October edition of The InSe 
Journal. Here're the 

questions that were asked to 
Suhana.
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In Conversation with 
 Fathima Riyazhyder

1. Please tell our readers a little bit about your 
journey so far. 

It was an exhilarating journey. I started my career as a security 
analyst performing application/network assessments and 
configuration audits. And looking back I am thankful that I chose 
this career. I loved everything about it like the thrill of finding a new 
vulnerability, learning new tools and techniques. It is also a great 
feeling to know that I am helping companies to be secure.

2. How did you get into this domain? Was it 
predetermined?

After my graduation I did not want to rush into a job, instead I 
wanted to evaluate options. That is how I came across information 
security opening with Paladion, and I started reading about it. 
More I learned, the more I realised that it is a great career option. 

3. As we see you’ve worked in leading product based 
and service based organisations, How’s the experience 
so far? Any preference between them? 

Both service-based organisations and product based organisations 
have their own pros and cons. Service based organisations give 
more exposure and learning for somebody who is starting their 
career. However, products organisations can give you depth and 
specialisations.  
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4. What are your areas of  interest in Information 
Security? 

My primary area of interest in Information security is application 
security. I enjoy finding vulnerabilities in the applications and new 
ways of hacking into the applications.

5. Do you see equality for women in InfoSec or there 
are still some gaps to fill in? Any challenges you see for 
women working in InfoSec? 

Across IT streams I personally feel gender equality is better in 
comparison with other sectors and Information Security is no 
different. Considering the kind of work we do and the type of 
opportunities that we get, I feel women who are looking for IT 
career should evaluate IT security. I have worked with many women 
ISOs across various geographies. I am sure this is going to be the 
situation quite soon in India as well. Even in Sony, the company 
that I currently work for the Infosec stream is headed by Ranjini 
Sethupathy. I feel it is a good field for women to get in. 

6. What does it take to become a good manager? 

To be a good manager we need to do 3 things primarily. First is to 
listen and take decisions faster. Second, to delegate. The third I feel 
is to help your team to achieve the goals set and nurturing the team. 
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In Conversation with 
 Fathima Riyazhyder

7. As Sony pictures faced a significant hack in the past, 
Do you feel an extra pressure to keep it more safe? 

Information security is all about being aware and being alert. There 
is no concept of 100% security. Our objective is to ensure that 
vulnerabilities are identified earlier and mitigated faster. I think it is 
not about the pressure but actually about the direction the company 
takes after an attack. It makes the organisation aware of security 
issues and some organisations responds to it positively. I think Sony 
has done a great job by ramping up their information security 
operations. 

8. What keeps you going even if  the odds are not in 
your favour? 

Motivation, recognition and trust from my peers and managers.  

9. Any interesting incidents related to InfoSec you 
would like to share when you thought its a big deal to 
handle?  

I felt it is a big deal to convince the developers to fix the 
vulnerabilities. In my previous job for one of the client I had to 
demonstrate the attack scenarios and risk that vulnerability can pose 
to the organisation. This helped the client understand the criticality 
of the issue and the need to fix on priority.
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10. Any advice to the young minds specially girls 
planning to pursue InfoSec as a career? 

As said earlier it is a great field to work, grow and get exposure. I feel the 
women who are looking for IT career should evaluate Information 
Security domain.  
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Suhana with her SPE team

In Conversation with 
 Fathima Riyazhyder

11.What’s next in the bucket to achieve? 

AI, Artificial Intelligence. Using AI to optimise various information 
security practices is evolving. It could be advanced threat detecting and 
attack prevention. Just like in any other stream AI is actually big. This is 
something I would like to keep myself abreast with.
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Understanding insecure 
deserialization
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Three  new  risks  were  added  last  year  in 
OWASP Top 10 2017:  XML External  Entities 
(XXE),  Insecure  Deserialisation,  and 
Insufficient Logging and Monitoring.

This  time  let's  talk  about  insecure 
deserialisation attack which is listed as Top 8 
attack in OWASP 2017.

How  an  attacker  makes  use  of  serialisation 
and deserialisation process to conduct attack 
on the web application.

So,  before  we  perform  the  attack  lets 
understand  what  serialisation  and 
deserialisation in programming languages is 
and how could this be a problem in terms of 
security risks.
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Process of 
converting an 
object into a 

stream of bytes 
is called 

Serialisation 
and the process 

of creating 
object from 

that stream of 
bytes is called 

Deserialisation

Definition

Process of converting an object into a stream 
of bytes is called Serialisation and the process 
of creating object from that stream of bytes is 
called Deserialisation

The main purpose is to save the state of an object, so that object can be created 
when required.

If you take untrusted user input and you don't validate that and then you 
allow that untrusted user input to be deserialised from byte stream back into 
object  then  an  attacker  could  take  advantage  of  that  and  throw  an  insert 
untrusted input and this process of deserialisation could cause that attackers 
to do bad things to your web application.
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For example, a web application serialises user session data to the server’s hard 
drive to track sessions over time.

Conversely,  deserialisation  is  the  process  of  converting  data  back  into  an 
object.

With insecure deserialisation, an attacker sends a serialised object to the server 
and uses the deserialisation process to execute arbitrary code or cause a DoS.

How it works

How to detect it

Imagine that a web app tracks user session by serialising a unique ID and 
sending it to the user’s browser. When the user opens the website, this ID is 
deserialised on the server and automatically logs the user in if it’s valid. An 
attacker finds the unique ID stored in victim browser and replaces it  with 
arbitrary  code.  When victim opens  the  website,  the  server  deserialises  the 
object and runs the arbitrary code.

Static code analysis and manual intervention is required to detect this attack. 
The detection of deserialisation vulnerabilities is not always a simple task. You 
need to generate a payload with ysoserial and send it to the target application.

Don't  worry  there  are  plugins  for  Burp  suite  which  can  help  the  web 
application pen testers to detect and exploit this vulnerability.

You can download the Java Deserialisation Scanner Plugin from here

https://github.com/federicodotta/Java-Deserialization-Scanner/releases

If you want to try hands-on, you can download vulnhub machine (Temple of 
Doom) which is vulnerable to deserialisation attack.

https://www.vulnhub.com/entry/temple-of-doom-1,243/ 
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Products affected

How to prevent it

All  apps  that  accept  serialised objects  are  vulnerable.  Remotely  executable 
exploits against major middleware products:

1. WebSphere

2. WebLogic

3. Jboss

4. Jenkins

5. OpenNMS

The safest route is to avoid serialisation entirely and use a pure data format 
such as JSON or XML.

If serialisation is necessary, perform strict data type checks on the object before 
deserialising it.

You should also  isolate  the  deserialisation process  as  much as  possible  by 
running it with a low-privilege user account or separate from the rest of your 
application code.

In addition to the above prevention techniques WAF you could put that in 
front of your web application and so as a potential insecure deserialisation 
attack is attempted at your web application then a WAF could notice that and 
could stop that before it ever gets to your web application.

About the writer

Pankaj is a senior security consultant currently 
working in Sony picture entertainment. He’s a 
technical writer and loves to keep his self updated 
with the security stuff going on in the latest date.
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Diving deep into Cookie 
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Application’s security is all the organisations are concern and focused on. In 
edition to make an app more secure, developers try all the tactics from here and 
there but in the process of that they ignore the basics. Cookie is one of it. Securing 
cookie can done the half of the job for them but it is ignored continuously till date. 
Cookie is the root cause for so many attacks from XSS to CSRF. There are plenty 
of myths and misconceptions about cookie. So, why not we clear the air and take a 
deep dive into cookie security and understand how important and critical it is. 

What is Cookie?

A cookie is a small piece of data that a server sends to the user's web browser. The 
browser may store it and send it back with the next request to the same server. 
Cookies let us get around the statelessness of the HTTP protocol by storing data at 
the client-side. Usually the cookies are set using Set-cookie in the HTTP header.  

Set-Cookie: [cookie-name]=[cookie-value] 

This header educates the web browser to store the cookie and send it back in 
future requests to the server. Cookies are normally used as a data storage or as a 
token of authentication, session management and tracking as well at some extent. 

Cookies are actually simply key/value pairs that let us get around HTTP being a 
stateless protocol. When a developer has got the info they wish to last for more 
than one connection they can use cookies to store that data on the client side. 
While this tends to get handled by the programming language being used it is 
accomplished using HTTP headers. 
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What does the cookie contains?

Cookie has got several attributes- HTTPOnly, Secure, Path, Domain and Expires. All these 
attributes stands for something. Let’s have a glance on them. 

A secure cookie is only sent to the 
server with an encrypted request over 
the HTTPS protocol. Even with Secure, 
sensitive information should never be 
stored in cookies, as they are inherently 
insecure and this flag can't offer real 
protection. 

HTTPOnly Path and Domain

The Domain and Path attributes define 
the  scope of the cookie. Talking about 
the scope means what URLs the cookies 
should be sent to. 

Domain specifies allowed hosts to 
receive the cookie. If unspecified, it 
defaults to the host of the current 
d o c u m e n t l o c a t i o n , e x c l u d i n g 
subdomains. If Domain is specified, 
then subdomains are always included. 
The issue for Internet Explorer browser 
is it will include subdomains as well in 
the scope. 

i.e, if Domain=abc,com is set, then 
cookies are included on subdomains 
like app1.abc.com 

Path indicates a URL path that must 
exist in the requested URL in order to 
send the Cookie header. The %x2F 
("/") character is considered a 
directory separator, and subdirectories 
will match as well. 

Expires

Expires is used for  setting persistent 
cookies. It informs how long the 
browser should use the persistent 
cookie and when the cookie should be 
deleted. If this attribute is not specified, 
then the lifetime of the cookie is the 
same as that of browser session. 

SameSite cookies allow servers require 
that a cookie shouldn't be sent with 
cross-site requests, which somewhat 
protects against cross-site request 
forgery attacks. The irony is SameSite 
cookies are still experimental and not 
yet supported by all browsers. 
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Misconceptions about cookie attributes

1. Cookies marked with the ‘Secure’ attribute are only sent over encrypted HTTPS 
connections and are therefore safe from man- in-the-middle attacks. 

2. Cookies marked with the ‘HttpOnly’ attribute are not accessible from JavaScript and 
therefore unaffected by cross-site scripting (XSS) attacks. 

3. The ‘Path’ attribute limits the scope of a cookie to a specific path on the server and can 
therefore be used to prevent unauthorised access to it from other applications on the same 
host. 

4. The ‘Domain’ attribute should be set to the origin host to limit the scope to that particular 
server. For example if the application resides on server app.abc.com, then it should be set 
to domain=app.abc.com 

5. Cookies spy on you and tracks everything you do. This is partially true not entirely. 

The InSe Journal    insejournal.co.in
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About the writer

Ashish is an Application security engineer and founder 
of The InSe Journal.He is a technical writer and 
security enthusiast who loves to penetrate web and 
mobile applications.
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What’s the best solution for cookie 
security?

You’ve to keep your cookies safe to avoid session hijacking, sniffing and XSS attacks and to 
achieve that first thing you’ve to keep in mind is BROWSERS. Your cookie security must 
incorporate with the browser versions. For example, SameSite cookie header is not 
supported by all the browsers which is ideally used to avoid cross origin attacks i.e, CSRF. 

The third party cookies are also used which sometimes ends up disclosing your tracking and 
privacy state. So this is one more area of focus where the developers need to identify the 
scope and must not use this kind of cookies. Even if they have to use, precautionary steps 
needs to be followed and user consent must be obtained. 

HTTPOnly, Secure, Path, Domain and Expires attributes should be in place with correct 
configuration rather than following the Jack and Johnny approach. 

SameSite attribute is a good option to use for avoiding adverse attacks like CSRF.
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The Webex Meetings Server which is a 
communications solution that can be 
deployed on a private cloud and which 
manages the Webex Meetings Suite services 
and Webex Meetings Online hosted 
multimedia conferencing solutions found 
vulnerable to the critical Remote code 
execution. Cisco has released the security 
patches to avoid CVE-2018-15414, 
CVE-2018-15421, and CVE-2018-15422.

Adobe has recently released the security 
patch for the arbitrary code execution 
vulnerability which affected the Adobe 
Acrobat and Reader for Windows and 
MacOS. The flaws affect Acrobat DC and 
Acrobat Reader DC for Windows and 
macOS (versions 2018.011.20058 and 
earlier; Acrobat 2017 and Acrobat Reader 
2017 for Windows and macOS (versions 
2017.011.30099 and earlier), and Acrobat 
DC and Acrobat Reader DC for Windows 
and macOS (2015.006.30448 and earlier.

Cisco WebEx recording 
player found vulnerable to 

RCE 

Adobe releases the patch for 
newly found CVE-2018-12848
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New malware- XBash has knocked the 
doors lately which is said to be combination 
of  ransomware, cryptocurrency miners, 
botnets, and worms. Xbash has ransomware 
and coinmining capabilities. It also has self-
propagating capabilities (meaning it has 
worm-like characteristics similar to 
WannaCry or Petya/NotPetya). The malware 
was discovered by Palo Alto networks 
researchers. 

The CSS attack leverages a weakness in 
the -webkit-backdrop-filter CSS, for this 
reason, it affects all browsers on iOS that 
leverage on WebKit as rendering engine is 
WebKit. The weakness also affects Safari 
and Mail in macOS, but it doesn’t affect 
Linux and Windows systems. Depending on 
the version of iOS being used, the bug could 
trigger the UI restart, cause a kernel panic 
and consequent device reboot. Here’s the 
link shared by researcher:  
h t t p s : / / g i s t . g i t h u b . c o m / p w n s d x /

New Malware On boards: 
XBash

Researcher found a CSS 
attack to perform DoS on 

Safari  browser
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The security researcher from Trend Micro 
has revealed a zero day attack which affects 
all windows versions. The zero-day 
vulnerability is said to be residing in 
Microsoft Jet Database Engine that could 
allow an attacker to remotely execute 
malicious code on any vulnerable Windows 
computer. JET (Joint Engine Technology), is 
a database engine integrated within several 
Microsoft products, including Microsoft 
Access and Visual Basic.

T h e e x p e r t s d i s c o v e r e d s e v e r a l 
vulnerabilities in the APK, the default 
package manager in Alpine. The most severe 
bug could be exploited by an attacker to 
carry out a man-in-the-middle attack to 
execute arbitrary code on the user’s 
machine.The package manager extracts 
packages, in the form of gzipped tar archives 
distributed as apks, then check their hashes 
against the ones in the signed manifest. If the 
hashes are different, the package manager 
attempts to unlink all of the extracted files 
and directories. 

One more zero-day 
identified affecting all 

windows versions

Arbitary execution code 
identified in Alpine Linux
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An issue in Twitter API has exposed few 
users’ direct messages and prevented tweets 
t o u n a u t h o r i z e d t h i r d - p a r t y a p p 
developers.The Account Activity API 
(AAAPI) allows registered developers to 
build applications that could manages the 
full set of activities related to an Twitter 
account. There’s nothing that can be done for 
the affected users as of now. Twitter has 
promised to get back on the issue with 
highlights and investigation on the same.

The security researcher Sabri Haddouche 
was on a roll this month. After publishing 
the DoS for safari browser, he has published 
the POC for Firefox browser which 
sometimes crashes the Windows OS as well. 
The POC are published on the site- https://
www.reaperbugs.com/index

Twitter API caught exposing 
user messages

Firefox DoS crashes the 
browser and windows as 

well for sometime

https://www.reaperbugs.com/index
https://www.reaperbugs.com/index
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      Trending tools of the month
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Burp suite 2.0 (BETA)

Burp suite has released its new version 2.0 
BETA which is loaded with plenty of new 
features- new dashboard, live scanning, scan 
launcher, config library, Javascript analyser, 
REST API support and new response renderer 
to name a few. The BETA version said to be 
having few bugs which will be fixed in the 
coming updates as mentioned by the port 
swigger team in the blog post.

EggShell is a post exploitation surveillance 
tool written in Python. It gives you a command 
line session with extra functionality between you 
and a target machine. EggShell gives you the 
power and convenience of uploading/
downloading files, tab completion, taking 
pictures, location tracking, shell command 
execution, persistence, escalating privileges, 
password retrieval, and much more.  

EggShell
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hideNsneak

hideNsneak provides a simple interface that 
allows penetration testers to build ephemeral 
infrastructure, one that requires minimal 
overhead. hideNsneak can  deploy, destroy, 
and list, Proxy through infrastructure, Send 
and receive files, Port scanning via NMAP 
and  Remote installations of Burp Collab, 
Cobalt Strike, Socat, LetsEncrypt, GoPhish, 
and SQLMAP.

NodeXP is an intergrated tool, written in 
Python 2.7, capable of detecting possible 
vulnerabilities on Node.js services as well 
as exploiting them in an automated way, 
based on S(erver)S(ide)J(avascript)I(njection) 
attack.The tool’s purpose is strictly academic 
and was developed in order to conduct my 
master's thesis. It could also be helpful during 
the process of a penetration test on Node.js 
services. Any other malicious or illegal usage 
of the tool is strongly not recommended and 
is clearly not a part of the purpose of this 
research.

NodeXP
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The breach story 
    Breach that made the headlines
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Phone pe compromised

The Facebook breach

The PhonePe wallet application 3.0.6 through 
3.3.26 for Android might allow attackers to 
perform Account Takeover attacks by exploiting 
its Forgot Password feature. A vulnerability was 
found in PhonePe Wallet up to 3.0.6 on Android. 
It has been classified as problematic. This affects 
a n u n k n o w n f u n c t i o n o f t h e f i l e 
com.PhonePe.app. The manipulation with an 
unknown input leads to a information disclosure 
vulnerability. CWE is classifying the issue as 
CWE-200. This is going to have an impact on 
confidentiality. The debit and credit card details 
were leaked as part of the breach.

The giant social media platform Facebook 
announced that an attack on its computer 
network exposed the personal information of 
roughly 50 million users. The VP announced 
t h a t t h e a t t a c k e r s e x p l o i t e d a 
vulnerability associated with Facebook’s 
“View As” feature that allowed them to steal 
Facebook access tokens. These tokens could 
then be used to take over people’s accounts. 
The affected user number is said to be 50M, 
Yes, you heard it right. 50M.

https://cwe.mitre.org/data/definitions/200.html
https://cwe.mitre.org/data/definitions/200.html
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The breach story 
    Breach that made the headlines
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The NewEgg Breach 

Oh SHEIN !

NewEgg-popular computer hardware and 
consumer electronics retailer was hit by 
massive attack and the credit cards detail 
stored were compromised on a massive scale. 
The number of victims has not been revealed 
yet but the number is surely gonna be in the 
millions as per the reports published. The 
interesting fact noted is the hacker group was 
the same who hacked British Airways 
recently.

SHEIN- U.S. online fashion retailer has 
recently suffered a huge data breach having 
6.42 million user data compromised. The 
press note released by SHEIN confirmed that 
the personal information illegally acquired by 
the intruders included email addresses and 
encrypted password credentials of customers 
who visited the company website
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Be a yardstick of quality. Some people aren’t used 
to an environment where excellence is expected. 
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